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GRC System overview

The Governance, Risk and Compliance (GRC) System is a significant step in enhancing
our risk management capability across the University. The system will result in an
improved approach to how we do risk management at UQ by providing improved visibility,
accessibility, reporting capability and a consistent approach to internal audit, risk,
compliance, and insurance across the University.

Introductory video

Context

Actions provides a register for all actions from all GRC modules (e.g. Audit, Risk,
Compliance and Insurance). All actions are grouped and located in the Actions register.
Upon completion of an audit, Internal Audit will create actions in the Actions register and
assign them to Action Owners (as agreed in the Internal Audit Report). The system allows
Action Owners to provide status updates at any point in time and it will also send email
notifications to the Action Owners and Action Proxies. The following diagram summarises
the process workflow of action statuses and notifications in the system:

Opened action in My tasks and
dashboard for owner and others
with view access

Action status = OPENED *+ Completion % = 0%

* 14-day notification prior to
action due date
* Reminder every 14 days (action

Action status = OPENED overdue)

Notification to Internal Audit:
Changes in action due date
(Opened action)

Action status = OPENED * Action is completed
Action status = COMPLETED

Action in dashboard for owner
and others with view access

Action status = CLOSED / » Action status closed or opened
OPENED
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Roles in the Internal Audit Actions module

An Action Owner is the person responsible for implementing an action that is assigned to
them in the system and responsible for providing ongoing status updates for actions and
providing evidence to close out actions.

An Action Proxy is the person that has the authority to respond to actions and make status
updates, and provide information, on behalf of the Action Owner. Action Proxies do not
take on the responsibility, they assist. The Action Proxy role for Internal Audit actions is
only available for USET members.

Reporting Co-ordinator is the person responsible for assisting the responsible owner with
oversight and monitoring of open actions for the portfolio or function as a whole. Available
for USET members, functional owners and members of senior management in addition to
existing access of these members to their portfolio and function reporting and dashboards.

NOTE: Only Action Owners or Action Proxies will have permission to update information
in the GRC system.

How to manage an Internal Audit action

Actions Owners or Proxies of Internal Audit actions can provide status updates to their
assigned action/s, or complete them, following the steps below.

Steps

1 Log in and find the Actions register.............ooo 2
2 ACCESSING AN ACHON ...ttt sbsssssssasasnesnnennnne 3
3 Updating the action ... 4
4 Completing the acCtion ...........oooiiiiiiiiiiiii 6
5 Returning to the list of aCtions ... 6
6 LOG OUL .. 7
Y o] o 1= o T 1SRRI 7
V4T [T 0 R 7
(O70] 0] 7= £ T PP 8

1. Log in and find the Actions register
(a) Sign in at GRC via UQ Authenticate.
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(b) Nawgate to] file in your launch pad (or in your top menu).
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2. Accessing an action

(a) Filter to ‘Internal Audit actions’ using the filter on the column (i.e. Action Type =

(=] wrmass  f covrea st B o wssiscomnt v Bl sremsavor » & coummnct v P Ao w G ANALTICS w
My tasks =
Findings snd Request for A . Senior Management 48
o Aeia Recommendaton Intormaton i Annusl Surveys SRAC Anesyel Surveys
5 2 1 9 3 2 1 1 1 1 1

(b) Locate from your list of actions the relevant action to update.

(c) Double click on an entry or line on the list, or hover over one entry and you’ll see
the pencn icon on the rlt-hand S|de cI|k on |t to open the action.

CRICOS Provider 000258 + TEQSA PRV12080
GRC System Quick Reference Guide | Need assistance? Contact grc@uqg.edu.au 3


https://uq.sharepoint.com/teams/sjoktrv8/Shared%20Documents/General/GRC%202.0/03.%20Project%20Execution/04.%20Training/Templates/grc@uq.edu.au

THE UNIVERSITY
(0)3 QUEENSLAND CREATE CHANGE
AUSTRALIA

NOTE: Priority rating given by the Internal Audit team is explained in the Appendix
and comes directly from the Internal Audit report.

(d) If your action is still in progress, go to step 3 but if your action is ready for
completion, go to step 4.

3. Updating action in progress

(a) Updating actions that are still in progress (i.e. not yet completed) involves
updating/reviewing 3 fields in the Action form, i.e. (1) Status updates, (2) Due date
and (3) Completion Percentage — see the following steps.

1. Status updates:

Find the ‘Status Updates’ box, below the “Actions - Details’ section, and input your
latest update for the action. You can see any previous updates provided shown
below this field.

Compiaton Parcentege 88100 for Requanting At Ton Corure

Linked To Artachmants

Oate Choted

2. Due date:

€ Actions Opened < Complete e Mgt v DHmey o ,
Select a new ‘Due date’ if the action cannot be completed before the displayed

date or if the displayed Due Date is in the past.

NOTE: The Suggested Evidence field aims to provide guidance on the
documentation that should be provided to Internal Audit to support your status
update.
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3. Completion Percentage

Select the % which you believe is closest to the current progress of an action from
the dropdown menu list, or leave it unchanged. This will be used to report on
progress of open actions and will provide added assurance to the Audit
Committees that action is still progressing on actions which are overdue.

€ Actions Opened  Complete T ) T Lirvidl “

3 Reason for Requesting Action Closure

Linked To

& Intern,  ALKHE - (ALK - FIndangs and Recomemendations] Entry with it 1052600

& Audit - Findings and Recommendations

NOTE: You can view the details of the Audit Finding and Recommendation related to
the Action by clicking the link in “Linked To” field (located below ‘Completion
Percentage’).

(b) You can attach supporting documentation in the ‘Attachments’ box. You may refer to
‘Suggested Evidence’ field in 3(c).

Complation Parcantage Rasson for Raquesting Action Closure

o™ <hemanes
% 4. Foutings ang Recommendenons] Lrary wan . 15344

(c) Do not change action status to ‘Complete’ unless you are confirming that the action is
completed (refer Section 5). Actions which are still in progress must remain in
‘Opened’ state.

i Covna usnamis w [ msowasAcEMENT v ] T Ao v [ NELRAKE w0 COMPLANCE w [ ACTIONS w G4 ANALYTIS w  BME w

€ Actions

NOTE: The system does not autosave - it will timeout after 2 hours of inactivity and
you will lose your input.
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4. Completing the action

(a) When an Action is ready for completion, complete the following 5 steps (in this
order):

1. Provide your final status update
Update the completion percentage to 100% (if the action is complete)
Provide a reason for requesting action closure

Attach evidence for review by Internal Audit

o K~ b

Change the status (at the top of the form) from ‘Opened’ to ‘Complete’ by
clicking on it. This is to indicate that the Action is Complete and ready for
review by Internal Audit.

NOTE: Step (5) is unique to Internal Audit Actions due to the need for an
Internal Audit review step before closing the action.

[=] = myTasks i centeaLusrames » [ mskancemint v B inTernaLauom » ] INSURANCE w D COMPUANCE w [ ACTIONS » & ANALYTICS »

I Action - Status Updates -]

Completion Percentage e e Reason for Requesting Action Closure

ke
Internal Audit

Reason for Resguesting Action Closure

5. Returning to the list of actions

(a) After updating or completing an action please click on the arrow in the left-hand
side of the statuses to go back to your ‘My Tasks'’ tiles, or directly on the ‘My
Tasks’ on the top menu.

(b) Depending on your updates, the numbers shown at the bottom of the tile may

=] I= MY TASKS 14} CENTRAL LIBRARIES w B RISK MANAGEMENT w E) INTERNAL AUDIT w» INSURANCE w &> COMPUANCE w» > acmions -
My tasks =
-
2 [+ | v -] =] L
Fl |
Actions Audits Control Assessment R InCTICS Fncings wnd Insurance Claims

Questionnaire Recommendations

: :

CRICOS Provider 000258 + TEQSA PRV12080
GRC System Quick Reference Guide | Need assistance? Contact grc@uqg.edu.au 6


https://uq.sharepoint.com/teams/sjoktrv8/Shared%20Documents/General/GRC%202.0/03.%20Project%20Execution/04.%20Training/Templates/grc@uq.edu.au

THE UNIVERSITY
(0)3 QUEENSLAND CREATE CHANGE
AUSTRALIA

NOTE: The number of open actions will only change when the action is closed by
the Internal Audit team.

6. Log out

(a) You can log out of the system by going to the profile icon and chose from the
dropdown menu or closing your browser window.

€ Actions repon o swpor o ] ®

Appendix

The following table explains the priorities which will be applicable to Internal Audit
actions. Findings will be assigned a priority rating in the audit report. In the
beginning all actions relating to a single finding will have one priority rating, i.e. the
same priority rating as the finding.

Issues which are fundamental to the system of internal control to mitigate
risks in the audited processes. The issues observed can seriously
compromise the effectiveness of the system of internal control audited and
should be prioritised as a matter of urgency.

Issues which are important to the system of internal control to mitigate
Priority 2 risks in the audited processes and should be prioritised as soon as
possible.

Issues which are unlikely to have a significant impact on the system of
Priority 3 internal control to mitigate risks in the audited processes but should be
addressed as part of continuous improvement.

Improvement Opportunity.

Issues that would, if addressed, enhance internal control or efficiency

AMEET 2 relating to the audited processes. These issues relate to best practice or
efficiency improvement opportunities as opposed to internal control
weaknesses.

Video/s

Introductory Video
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Contacts

Name Position Email

o Principal Assurance : :
Christine Tay Officer internal-audit@uqg.edu.au
LT S e Risk Systems Officer grc@uqg.edu.au

Torres
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